NetSmartz in the Curriculum
By Grade Level

Internet Safety Curriculum Detail

Grades K-5

At the elementary level, Internet safety can be condensed into four general categories which encompass the NetSmartz goals and topics in the Curriculum Overview, and align with Virginia SOLs where indicated. This curriculum includes the Virginia Department of Education Internet Safety Guidelines, ACPS curriculum materials, and other Internet safety resources.  It offers opportunities for teachers to incorporate internet safety as they teach content relating to a variety of SOLs. 
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All Elementary Grades TC "All Elementary Grades" \f C \l "1" 
	Grade Level
	Internet Safety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Computer Rules & Ethics
	
	
	

	
	Follow the Rules
	
	C/T K-2.3
C/T 3-5.4
	Follow the district’s Acceptable Use Policy; practice safety rules everywhere, even on the computer; obey rules posted in the classroom

	K-5
	 AUP (Acceptable Use Policy)


	
	
	Discuss at the beginning of the school year when students return signed AUP
AUP on the ACPS website: http://www.alleghany.k12.va.us/main/index.php?m=13&p=114  
It refers to this policy in Policy Manual:
Acceptable Computer System Use
*Also refers to page 15, Student/Parent Handbook

	K-5
	Internet rules when using classroom computers
	All
	
	Netsmartz Rules for Online Safety K-6
K-2 Netsmartz Internet Safety Pledge



 HYPERLINK "http://www.netsmartz.org/pdf/pledge36_eng.pdf" 

3-6 Netsmartz Internet Safety Pledge

SafeKids Rules
KidSafe Rules
WebWise Kids Internet Safety Plan 

	K-5
	Internet rules when using library computers
	Lib Media
	
	Post and discuss rules pertaining to use of library computers. Limit to kid-friendly search engines and stress Internet safety rules. 

	
	Character Counts
	
	
	Exhibit the 6 pillars of character when interacting on computers; be a good netcitizen; respect others when communicating electronically

	K-5
	
	All: Character Counts
	
	Discuss responsibility, trustworthiness, caring, respect, fairness, citizenship in relation to school/class/Internet rules


Grades K-2 TC "Grades K-2" \f C \l "1" 
An Introduction to the Internet can be added for younger students
	Grade Level
	Internet Safety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Introduction to the Internet
	
	
	

	K-1
	Clicky’s Web World: What’s to Do on the Web
	
	
	Netsmartz animated website:
http://www.netsmartzkids.org/activities/clwebworld/clwhat2do.htm 

	K-1
	Cyberspace at School
	
	
	Cybersmart lesson: http://www.cybersmartcurriculum.org/lesson_plans/k1_07.asp
Children explore the concept of cyberspace as a means of communicating with real people within their school.

	K-1
	Go Places Safely
	
	
	Cybersmart lesson: http://www.cybersmartcurriculum.org/lesson_plans/k1_01.asp 
A virtual field trip helps children experience the power and excitement of the Internet by taking them places in cyberspace that might be impractical for a class to visit. They also learn that, just as when traveling in the face-to-face world, they should always take an adult with them when traveling in cyberspace.

	2-3
	My Cyberspace Neighborhood


	Social Studies-Geography
	2.6
	Cybersmart lesson:

My Cyberspace Neighborhood 
Students explore the concept of cyberspace as a means of connecting people and explain how the ability to communicate can unite a neighborhood.

Construct simple maps

	
	Computer Rules & Ethics
	
	
	

	
	Follow the Rules
	
	C/T K-2.3

	Follow the district’s Acceptable Use Policy; practice safety rules everywhere, even on the computer; obey rules posted in the classroom

	K
	Good citizen: follow rules and understand consequences of breaking rules
	History: Civics
	K.8
	When showing them websites, mention that when they get on the Internet when they’re older, they must have an adult with them

	K
	Need for rules/practices
	Health-PE
	K.3 
	Include Internet rules when discussing school rules
 

	K-3
	Respect for rules/laws

	Guidance
	EP1 (K-3)
	Include Internet rules when discussing school rules 



	K

1

2
	Know the Rules: Check First

Participate in creative dramatics

Expand and use listening and speaking vocabularies

Create and participate in oral dramatic activities
	English-Oral Language


	K.1

1.2

2.1
	Netsmartz Activity Card (lesson plan): Students watch the "Know the Rules" rap video [link to video]. They discuss checking first with a parent, guardian, or another trusted adult before going anywhere, helping anyone, accepting anything, getting into a car, or leaving with anyone.

Students practice what was discussed through teacher-guided group skits.

Students create their own Internet Safety skit with teacher assistance

	1
	Good citizenship: recognize purpose of rules & practice self-control
	History/Social Science: Civics
	1.10
	

	K-2

2
	Demonstrate map skills by constructing simple maps, using title, map legend, and compass rose
	Geography
	2.6
	NetSmartz Activity card: Know the Rules: Take a Friend
http://www.netsmartz.org/resources/activitycards.htm#k2  
Students watch the “Know the Rules” rap video and discuss the importance of taking a friend with them when going places or playing outside. 

They make individual map of their neighborhoods and highlight a path to a favorite play area where they would take a friend with them to be safer.

	
	Character Counts
	
	
	Exhibit the 6 pillars of character when interacting on computers; be a good netcitizen; respect others when communicating electronically

	K-3
	Exhibit principles of character (honesty, trustworthiness, respects others’ rights and property, fairness, caring, citizenship, responsibility for actions)
	Guidance
	EP1


	Stress that character is important when dealing with people and materials on the Internet

	1
	Demonstrate responsible behavior (respect for others, acceptance of responsibility)
	PE/Health


	1.6 


	When discussing responsible behavior and respect, mention respect for people you can’t see (on the telephone, on the computer) and responsible behavior on the computer 

	1
	Good citizenship: take responsibility for one’s own actions
	History/Social Science: Civics
	1.10
	Explain the responsibilities of a good (net) citizen (Are You a Good Cyber-citizen? http://www.cybercrime.gov/rules/cybercitizen.htm )

	2-3
	Respect rights of others while using computers


	All
History/Social Science: Civics
	2.10
	CyberSmart lesson: Good Manners Everywhere
Students discuss good manners in the real world and learn some do's and don'ts when using E-mail in cyberspace.

Respectful behavior when sending online messages (email)
Explain the responsibilities of a good (net) citizen (Are You a Good Cyber-citizen? http://www.cybercrime.gov/rules/cybercitizen.htm )

	
	Property Rights
	
	C/T K-2.3

C/T K-2.4
	Respect other peoples’ computers; don’t do anything to damage them, either physically or internally (e.g., downloading an email containing viruses, or a program containing spyware); also respect intellectual property rights (no pirating software or plagiarizing); give credit to sources of information (citations/bibliographies)

	K-1
	Respect property of others (school computers)
	
	
	Cybersmart lesson:  Is This Yours? 

In this short 10-15 minute lesson, children learn that computers, like other objects, are property and should be respected.

	K
	Good citizen: taking care of personal belongings, respecting what belongs to others
	History: Civics
	K.8
	

	K-2
	Spread of viruses
	
	
	NetSmartz UYN Activity card: Don’t Open that File http://ncmec.vo.llnwd.net/o15/downloads/print/k2dontopen1.pdf 
Students discuss computer viruses by relating them to germs that spread between humans, using a "hands-on" activity to demonstrate this point. They watch "UYN:Don’t Open That File" and talk about how viruses can damage computers and what to do to protect the computer.

	2
	Respect and protect the rights and property of others
	History/Social Science: Civics
	2.10
	NetSmartz video: Clicky’s Stolen Song (computer ethics)

NetSmartz video rap:  Don’t Steal like a Pirate


	
	Personal Safety
	
	
	http://www.yourschools.ca/internetsafety/personalinformation.htm 

	
	Protect Identity
	
	C/T K-2.3
	Information that is shared online-even with a friend--can find its way to strangers who might do you harm. Not giving out personal information and using passwords are ways to protect yourself.  

	K-2


	Dangers of sharing personal information online
Identify common signs and logos
	English-Reading
	K.6
	NetSmartz Activity Card

UYN: The Boy Who Loved IM

http://ncmec.vo.llnwd.net/o15/downloads/print/k2boyim1.pdf
Students play a game similar to the "telephone game." They watch "UYN: The Boy Who Loved IM" and discuss the dangers of sharing personal information online.
They make stop signs to remind them to stop and "Use Your NetSmartz."


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	2-3
	Private identity information

Write stories, letters, and simple explanations; use available technology


	English: Writing

	2.11


	Cybersmart lesson: What’s private?
Children learn about the power of the Internet to facilitate collaboration among students worldwide.

 While co-writing a story online, students learn an important safety rule: Before sharing private information in cyberspace, they must get permission from a parent or teacher.

	
	Social Networking

	
	
	E-mailing, IM-ing, online gaming, chatting, and other ways of making and keeping up with friends online can be a lot of fun—but you have to be careful of people you have never actually met who may misrepresent themselves. Even people you know can use online communications to harass or bully you.

	K-2
	People who misrepresent themselves
	
	
	Puppet show: an unseen person pretends to be someone else

And/or what can  be done with digital images (yours and someone else’s)? They can be altered to look like someone or something else

	K-2


	Not everyone is truthful


	
	
	NetSmartz Kids: Web Outlaws (online interactive)

Clicky’s Challenge: Name That Outlaw ( “)
http://www.netsmartzkids.org/activities/clwebworld/outlaws.htm 
Did you ever hear someone tell a tale that you didn't quite believe? On the Internet, it's easy to make up stories about who you are. Remember that people you meet in chat rooms or on email may not be playing safely.

	2
	Use knowledge of simple abbreviations
	English-

Reading
	2.6
	UYN: Use your Netsmartz video (with Alyson)

NetSmartz K-2 Activity card: Chat Abbreviation 1

http://ncmec.vo.llnwd.net/o15/downloads/print/k2nschat1.pdf 

	2-5

2


	Cyberbullying

Harrassment

effects of verbal and nonverbal aggressive behavior
	PE/Health 


	2.5a


	Include this type of behavior over the Internet or in email/IM




	
	Online Safety Strategies
	
	
	

	
	Problem-solving strategies
	
	
	What should you do when you encounter a problem online? If you get to a website you know you shouldn’t see? If a friendly person online pressures you to meet in person? If someone is bullying you? Some problems can be solved by just following the rules; some by strategies like just saying ‘no’; others by knowing where to go and whom to ask


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	K-3
	Precautions/steps/ strategies if a problem is encountered online
	All
	
	NetSmartz online game: Clicky’s Quest (what to do when a ‘web outlaw’ is encountered)

NetSmartz K-2: UYN Chat Abbreviation activity card 2:

http://ncmec.vo.llnwd.net/o15/downloads/print/k2nschat2.pdf
 (what to do in various situations on the web: use your NetSmartz)

	
	Refusal skills
	
	
	

	2


	Development of refusal skills


	
	2.2 d 


	NetSmartz K-2 Activity card: Tell People No http://ncmec.vo.llnwd.net/o15/downloads/print/k2tellno.pdf

	
	Identify helpful resources
	
	
	Knowing safe ways to search online and safe sites to visit, as well as adults you can turn to, can help prevent or solve online problems

	K
	Kid-friendly search engines
	English


	K.12


	Surfing the Web for ABCs

http://www.siec.k12.in.us/~west/proj/abc/abcless.htm 

This idea uses safe-searching techniques with young children as part of a lesson on beginning sounds.

A list of kid-safe search engines: http://www.alleghany.k12.va.us/TRT_elem/internetsafety.htm 

	K-2


	Knowledge of acceptable sites to visit


	
	
	K-2 Websites for Children (handout-Netsmartz)

List on my website
Attention big brothers and sisters! You may know how to safely surf, but little ones don't. Help them out by showing them how to find Web sites that are good for kids.
You know that some sites are good for kids, but not all of them are safe places. If you get scared or worried by a Web site, just click "Back" or log off.

	K-3

	Identify resource people in school and community: how to seek their help

Match simple descriptions of work people do with names of those jobs: community workers (..teacher..)
	Guidance

HSS: economics
	EP6
K.6
	Who you might ask/tell if you have a problem with people or websites on a computer

Ways in which the teacher can help if you are having problems on the computer

	K


	Importance of seeking guidance from parents/trusted adults


	PE/Health


	K.5
	K-2 NetSmartz video and activity card: Tell a Trusted Adult

http://ncmec.vo.llnwd.net/o15/downloads/print/k2telladult.pdf 



	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	K-2
	Trusted adults
	
	
	NetSmartz Know the Rules: Tell a trusted adult

http://ncmec.vo.llnwd.net/o15/downloads/print/k2telladult.pdf
Students watch the “Know the Rules” rap video. They discuss telling a parent, guardian, or other trusted adult if anything happens to them. Students post word cards of possible trusted adults and then draw pictures of their own trusted adults on a “Trust Tree.”


	
	Media/Information Literacy
	
	
	

	
	Separate fact from fiction
	
	
	Unfortunately, not everything we read on the web is true. It’s a long process to determine what is real and what is fiction or just someone’s opinion. Practice and some evaluation techniques can help build the necessary skills. And you can always ask a trusted adult.

	1
	Fiction-nonfiction (starting K), distinguish between real and make-believe (people or information)
	Library Media
	1.1
	Recognize information as real or not; characters, events in stories

	
	Evaluate websites
	
	
	When students research on the Internet, they need to be reminded about how to evaluate Web sites for authenticity and factuality.

	K-1
	Web page evaluation
	
	
	CyberSmart lesson Good Sites:  Children explore and evaluate a children's Web site, concluding that people's opinions about the quality and usefulness of a site will vary.  An extension of this lesson is for children to evaluate 2 websites using recommended criteria and happy faces.


	1
	Use simple reference materials


	English-Reading
	1.10 
	Participate in an online dictionary scavenger hunt: Internet safety can be addressed when students are using online resources for research or interactive sites for practicing other skills.  Remind students that they must follow the division’s Acceptable Use Policy; and not all web sites contain truthful and accurate information.



	
	Propaganda
	
	
	

	2


	Realize influence of print/electronic media

	PE/Health
	2.4 


	

	
	Recognize commercial intentions
	
	
	

	K-1
	Recognizing Commercial Intentions
	
	
	Cybersmart lesson:  Find the Ad: Children learn that the purpose of advertisements is to encourage people to buy something; children also practice differentiating ads from content on Web sites.



	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	2-3
2
	Persuasive tactics (online ads)
Use oral language for different purposes: to inform, to persuade, and to entertain
	English: Oral language
	2.3
	Cybersmart lesson:  Things for Sale
Students learn that some Web sites are advertising environments intended to promote good feelings about products.

When helping students learn how to use oral language or how to write to inform, persuade, and entertain, point out how these techniques are often used on Web sites.




Grades 3-4 TC "Grades 3-4" \f C \l "1" 
	Grade Level
	Internet Safety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Introduction to the Internet
	
	
	

	3-4
	Netsmartz: What to do on the web
	
	
	Netsmartz animated website: http://www.netsmartzkids.org/activities/nsrules/nswhat2do.htm 


	
	Computer Rules & Ethics
	
	
	

	
	Follow the Rules
	
	
	Follow the district’s Acceptable Use Policy; practice safety rules everywhere, even on the computer; obey rules posted in the classroom

	3-4
	Safety rules
	
	
	NetSmartz Activity card: Know the Rules: Take a Friend http://ncmec.vo.llnwd.net/o15/downloads/print/34checkfirst.pdf
Students watch the “Know the Rules” rap video. They discuss checking first with a parent, guardian, or another trusted adult before going anywhere, helping anyone, accepting anything, getting into a car, or leaving with anyone. Students make safety books to reinforce these concepts and take them home to show their parent or guardian.

	3
	Explain purpose of rules and laws
	Civics
	3.10
	3-6 Internet Safety Pledge (supplemental activity)

http://www.netsmartz.org/resources/pledge.htm

	2-3
	Respect rights of others while using computers


	All

	
	CyberSmart lesson: Good Manners Everywhere
Students discuss good manners in the real world and learn some do's and don'ts when using E-mail in cyberspace.

Respectful behavior when sending online messages (email)

	4-5
	Computer ethics
	English-Oral Language
	4.1


	Cybersmart lesson:  Do the Right Thing
Students learn that they should apply the same ethical principles in cyberspace that guide them in face-to-face situations.

Extension activity involves a mock trial.

Effective oral communications skills

	
	Property Rights
	
	C/T 3-5.3

C/T 3-5.5
	Respect other peoples’ computers; don’t do anything to damage them, either physically or internally (e.g., downloading an email containing viruses, or a program containing spyware); also respect intellectual property rights (no pirating software or plagiarizing); give credit to sources of information (citations/bibliographies)

	2-3
	Respect property of others (works of others)
	
	
	CyberSmart lesson: Whose Property is this?
Students extend their understanding of "property" to include not only computer equipment but also the work of others, and then discuss rules for respecting such property.

	3
	Identify components of a bibliographic record
	Library Media
	3.1
	Include bibliographic citation for information taken from Internet sources

	3-4
	Spread of viruses
	
	
	NetSmartz UYN Activity card: Don’t Open that File http://ncmec.vo.llnwd.net/o15/downloads/print/34dontopen1.pdf
Students discuss what viruses are, how quickly they can spread, and how computer viruses can damage computers. They watch "UYN: Don’t Open That File." The students review the main points and decode clues to find a hidden message.

	4
	Recognize the importance of expressing information in own words
	Library Media
	4.5
	When taking notes or doing research, it is not acceptable for students to copy and paste sentences and paragraphs from online articles into a word processing document and turn it in as their own work. 

	4-5
	Plagiarism and Copyright
	English: Writing
	C/T 3-5.4
4.7
	Cybersmart lesson:  Whose is it anyway?
Students learn that, although the Internet makes it very easy, copying others' work and presenting it as one's own is unethical. They also learn about circumstances in which it is permissible to copy others' work.

Write paragraphs on related topics


	
	Personal Safety
	
	C/T 3-5.4
	http://www.yourschools.ca/internetsafety/personalinformation.htm 

	
	Protect Identity
	
	
	Information that is shared online-even with a friend--can find its way to strangers who might do you harm. Not giving out personal information and using passwords are ways to protect yourself.  

	2-3
	Private identity information

Student will write stories, letters, simple explanations, and short reports across all content areas; use available technology
	English: Writing
	3.10
	Cybersmart lesson: What’s private?
Children learn about the power of the Internet to facilitate collaboration among students worldwide.

While co-writing a story online, students learn an important safety rule: Before sharing private information in cyberspace, they must get permission from a parent or teacher.


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	3-4
	What makes a good password
	
	
	NetSmartz 3-4 Activity Card: Password Rap 1
http://ncmec.vo.llnwd.net/o15/downloads/print/34password1.pdf 
Students discuss how passwords are like keys and why it is important to have a password that isn't easy to guess.

NetSmartz Activity Card: Password Rap 2

http://ncmec.vo.llnwd.net/o15/downloads/print/34password2.pdf 

Students discuss the concept of non-identifying information and basic ideas for what makes up a good password.
NetSmartz Activity card: Password Rap3

http://ncmec.vo.llnwd.net/o15/downloads/print/34password3.pdf
Children learn more complex ways to create a strong password, and review the importance of keeping a password private.

	
	Social Networking

	
	
	E-mailing, IM-ing, online gaming, chatting, and other ways of making and keeping up with friends online can be a lot of fun—but you have to be careful of people you have never actually met who may misrepresent themselves. Even people you know can use online communications to harass or bully you.

	2-5

4
	Cyberbullying

Harrassment

identification of bullying and aggressive behavior
	PE/Health


	4.2b


	Include this type of behavior over the Internet or in email/IM



	3-4
	Instant messaging

Write descriptive paragraphs

Write paragraphs
	English: Writing

English: Writing
	3.9

4.7
	NetSmartz Activity card: The Boy who loved IM

http://ncmec.vo.llnwd.net/o15/downloads/print/34boyim1.pdf
Students map out a diagram showing how easy it is to come in contact with unknown people by trading buddy lists with friends. They watch "UYN: The Boy Who Loved IM." They discuss the dangers of sharing

personal information and finish by writing a paragraph describing what they will do if a Follow-You Fiona tries to contact them online.


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	3-4
	Recognize dangers on the Internet

Student will write stories, letters, simple explanations, and short reports across all content areas


	English: Writing
	3.10
	NetSmartz Activity Card: Meet the Wizzy Wigs 1
http://ncmec.vo.llnwd.net/o15/downloads/print/34meetww1.pdf 
Students watch "Meet the WizzyWigs" and are introduced to possible dangers on the Internet in the form of characters named the WizzyWigs. 

Then they write and illustrate a story about one of the WizzyWigs.



	4
	Recognition of harmful or abusive relationships
	PE/Health
	4.2d 
	Include these types of relationships online

	4-5
	Chat, messaging, email 
	
	
	Cybersmart lesson:  Safe Talking in Cyberspace
Students explore positive aspects of online chatting and messaging, consider a potentially uncomfortable scenario, and learn to apply safety rules that protect their private identity information. 

Finders keepers, and anyone who finds your email address on the Web can use it to send you mail you don't want or to find out where you live. If you get a message from someone you don't know, tell your parents right away

Cybersmart lesson:  Handling E-mail and IM too!
Students consider the positive uses of E-mail and IM and identify safety strategies for responsibly managing unsolicited messages.

Netsmartz Kids: Email Tab:  http://www.netsmartzkids.org/mail/ecard.htm 


	4-5
	Chatrooms, messaging
	English
	4.6


	A SMART Exercise KS2

http://www.kidsmart.org.uk/downloads/lessonplans/lessonplan_comm.pdf 

This lesson idea can be incorporated when teaching about language structure or the use of codes in history.

	4-5
	Safety with Cyberpals
	
	C/T 3-5.5
	Cybersmart lesson:  Safety with Cyberpals 
Students learn that they can develop rewarding online relationships, but should never reveal private identity information to a person they know only in cyberspace.


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Online Safety Strategies
	
	
	

	
	Problem-solving strategies
	
	
	What should you do when you encounter a problem online? If you get to a website you know you shouldn’t see? If a friendly person online pressures you to meet in person? If someone is bullying you? Some problems can be solved by just following the rules; some by strategies like just saying ‘no’; others by knowing where to go and whom to ask

	4-5
	Strategies for handling conflict
	Guidance
	EP11 

EP12
	http://www.usemod.com/cgi-bin/mb.pl?ConflictResolution 

NetSmartz Activity card:

Cyberbullying on the Internet: You Can’t take it Back
(this lesson is listed under the middle school age level; however, if this is a problem at the elementary level, determine if it is appropriate for your class) 

	3
	Process of resolving conflicts peacefully


	PE/Health
	3.2b


	

	4-5
	Recognize when someone/something online makes you uncomfortable
Use of descriptive words in writing
	English: Writing
	4.7
	Cybersmart lesson: Be Comfortable
Students consider some online scenarios and examine their personal comfort levels. They learn to recognize feelings of discomfort and responsibly manage their actions in cyberspace. 

Explores descriptive words for feelings.

	
	Identify helpful resources
	
	
	Knowing safe ways to search online and safe sites to visit, as well as adults you can turn to, can help prevent or solve online problems

	3-4
	Trusted adults
	
	
	NetSmartz: Tell a Trusted Adult

http://ncmec.vo.llnwd.net/o15/downloads/print/34telladult.pdf 
Students watch the “Know the Rules” rap video. They learn that it is important to tell a parent, guardian, or other trusted adult if anything happens to them. Students complete an activity page and list details about three trusted adults in their lives.


	
	Media/Information Literacy
	
	
	

	
	Separate fact from fiction
	
	
	Unfortunately, not everything we read on the web is true. It’s a long process to determine what is real and what is fiction or just someone’s opinion. Practice and some evaluation techniques can help build the necessary skills. And you can always ask a trusted adult.


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	3-4
	Fact-fiction 
	English
	3.6

4.5
	Students can apply nonfiction reading skills to information on Web sites, especially when identifying the author’s purpose or distinguishing between fact and opinion.



	3-4
	
	
	
	NetSmartz Activity Card: Who’s Your Friend on the Internet 1?
http://ncmec.vo.llnwd.net/o15/downloads/print/34friend1.pdf 
Students watch "Who's Your Friend on the Internet?" and learn that people are not always who they say they are on the Internet. Children individually list things considered to be personal information and then discuss them as a group

	
	Evaluate websites
	
	
	When students research on the Internet, they need to be reminded about how to evaluate Web sites for authenticity and factuality.

	4
	Evaluate & synthesize information
Use available technology
	English-Reading
	4.6

4.7
	NetCheck website evaluation tool (4-6):  http://www.2learn.ca/evaluating/div2netscheck2.html


	4-5
	Compare children’s search sites
	
	
	Cybersmart lesson: Choosing a Search Site
Through online observations, students record and compare the features of four children's search sites. They then construct a lift-the-flap poster that will guide them in selecting appropriate search sites.

	
	Propaganda
	
	
	

	
	Propaganda tactics, misleading ads, etc.)


	
	K-1

2-3

4-5
	Doing research online: explore source of website (backtrack url), what is the agenda of the person promoting ideas; how different websites present the same topic



	
	Recognize commercial intentions
	
	
	

	4-5
	Web advertising techniques
Compare fact and opinion

Evaluate and synthesize information
	English-Reading
	4.5

4.6
	Cybersmart lesson:  A Place to Advertise
Students explore how some Web sites are designed as advertising environments to entertain visitors while promoting advertisers' brands and products.

Don't be fooled by free prizes! Before you enter a contest or give out any personal information, ask a parent for help. Free prizes may be a tricky way of finding out where you live so companies can sell you their products.


Grades 5-6 TC "Grades 5-6" \f C \l "1" 
	Grade Level
	Internet Safety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Computer Rules & Ethics
	
	C/T 3-5.3
	

	
	Follow the Rules
	
	
	Follow the district’s Acceptable Use Policy; practice safety rules everywhere, even on the computer; obey rules posted in the classroom

	4-5
	Acceptable Use Policy
	
	
	Cybersmart Lesson: Understand Your Acceptable Use Policy
Acceptable Use Policy (AUP) contracts encourage responsible behavior by students and staff and give administrators enforceable rules for acceptable use of school computers. Students will interpret and make inferences about their school's AUP.

	5-6
	Safety rules

Write letters
	English: Writing

 
	5.9
	NetSmartz Activity Card: Know the Rules: Take a Friend
http://ncmec.vo.llnwd.net/o15/downloads/print/56takefriend.pdf 
Student’s watch the “Know the Rules” rap video and discuss the importance of taking a friend with them when going places or playing outside. Students read pretend headlines (situation cards) and 
write or type a “Letter to the Editor” in response to the headlines.



	5-6
	Safety rules
Describe characteristics of poetry
(rap lyrics?)

Write for a variety of purposes
	English: Reading
Writing
Poetry
Music
	5.5

5.8
	NetSmartz Activity Card: Know the Rules-Check First
http://ncmec.vo.llnwd.net/o15/downloads/print/56checkfirst.pdf 
Students watch the “Know the Rules” rap video. They discuss checking first with a parent, guardian, or another trusted adult before going anywhere, helping anyone, accepting anything, getting into a car, or leaving with anyone. 
Students create their own safety rap lyrics in groups or individually, with assigned strips of sentences they much include in the rap. If time permits, students present their raps to the class.



	
	Character Counts
	
	
	Exhibit the 6 pillars of character when interacting on computers; be a good netcitizen; respect others when communicating electronically

	4-5
	Responsibilities and privileges of cyber citizens
	
	
	Cybersmart lesson:  Citizens of CyberSpace
Students learn that Internet users are citizens of a global community with the power to share ideas with people around the world.

Online projects: http://www.ciese.org/nationalprojects.html 

http://www.globalschoolnet.org/expeditions/ 

	4-5
	Computer ethics
	English-Oral Language
	5.3
	Cybersmart lesson:  Do the Right Thing
Students learn that they should apply the same ethical principles in cyberspace that guide them in face-to-face situations.

Extension activity involves a mock trial.
Make planned oral presentations

	
	Property Rights
	
	C/T 3-5.4

C/T 3-5.5
	Respect other peoples’ computers; don’t do anything to damage them, either physically or internally (e.g., downloading an email containing viruses, or a program containing spyware); also respect intellectual property rights (no pirating software or plagiarizing); give credit to sources of information (citations/bibliographies)

	4-5
	Plagiarism and Copyright
	English: Writing
	4.7
	Cybersmart lesson:  Whose is it anyway?
Students learn that, although the Internet makes it very easy, copying others' work and presenting it as one's own is unethical. They also learn about circumstances in which it is permissible to copy others' work.
Write paragraphs on related topics

	5
	Student will compile a bibliography on a given subject.
	Library Media
	5.2
	Bibliographic citations are ways of giving credit to an author for his/her work; this includes anything copied from the Internet (pictures, music, text, video, etc.)

	5-6
	Spread of viruses
	
	
	NetSmartz UYN Activity card: Don’t Open that File

http://ncmec.vo.llnwd.net/o15/downloads/print/56dontopen1.pdf 
Students talk about how viruses can affect their computer, and play a

group activity called "The Virus" to demonstrate how viruses spread.


	
	Personal Safety
	
	C/T 3-5.4
	http://www.yourschools.ca/internetsafety/personalinformation.htm 

	
	Protect Identity
	
	
	Information that is shared online-even with a friend--can find its way to strangers who might do you harm. Not giving out personal information and using passwords are ways to protect yourself.  

	4-5
	Private Information
	
	
	Cybersmart lesson: Private Information
By examining and identifying actual online requests for private information, students learn to apply the same safety rules in cyberspace as they use when encountering strangers in the face-to-face world.

	4-5
	Privacy Rules


	
	
	Cybersmart lesson:  Privacy Rules!
Students learn that children's Web sites must protect their private information, and look for privacy policies and privacy seals of approval.


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Social Networking

	
	
	E-mailing, IM-ing, online gaming, chatting, and other ways of making and keeping up with friends online can be a lot of fun—but you have to be careful of people you have never actually met who may misrepresent themselves. Even people you know can use online communications to harass or bully you.

	5-6
	People who misrepresent themselves
	Classroom
	
	NetSmartz Kids Activity Card: The Boy Who Loved IM 1 
http://ncmec.vo.llnwd.net/o15/downloads/print/56boyim1.pdf
Students learn how difficult it is to tell when someone is misrepresenting themselves online and play a game to reinforce this.

	5-6
	Recognize dangers on the Internet
	
	
	NetSmart Activity card: Meet the WizzyWigs 1: http://ncmec.vo.llnwd.net/o15/downloads/print/56meetww1.pdf 

Students watch "Meet the WizzyWigs" and are introduced to possible

dangers on the Internet in the form of characters named the WizzyWigs.


	5-6
	Acceptable/non-acceptable social networking (email, IM, chat)

Write for a variety of purposes (Persuasive writing); use available technology
	English-Writing
	5.8
	NetSmartz Activity Card Angela’s Experience 1
http://ncmec.vo.llnwd.net/o15/downloads/print/56angela1.pdf 
Students watch "Angela's Experience" and discuss the safe and unsafe online behaviors they identified in the vignette.

NetSmartz Activity Card Post-to-be-Private 1
http://ncmec.vo.llnwd.net/o15/downloads/print/mspostprivate1.pdf 
Students watch "Post-to-be Private" and discuss what rules should be followed when adding "friends" on social networking sites. They participate in an activity where they decide whether or not to add someone they don’t know in real life to their friends list. 

Students then write a persuasive letter to help a fictional friend realize potential dangers of using social networking sites. Upon completing these activities, students will know to only accept "friends" on their social networking profiles that they know and trust in real life.


	
	Online Safety Strategies
	
	
	

	
	Problem-solving strategies
	
	
	What should you do when you encounter a problem online? If you get to a website you know you shouldn’t see? If a friendly person online pressures you to meet in person? If someone is bullying you? Some problems can be solved by just following the rules; some by strategies like just saying ‘no’; others by knowing where to go and whom to ask

	4-5
	Understand problem-solving strategies
	Guidance
	EP9 (4-6)
	

	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Peer-pressure strategies
	
	
	

	4-5
	Strategies for managing peer pressure


	
	
	Dealing with peer pressure: 

http://kidshealth.org/PageManager.jsp?dn=KidsHealth&lic=1&article_set=22003&cat_id=20069& 

	
	Strategies for handling conflict
	
	
	

	4-5
	Strategies for handling conflict
	Guidance
	EP11 

EP12
	http://www.usemod.com/cgi-bin/mb.pl?ConflictResolution 

NetSmartz Activity card:

Cyberbullying on the Internet: You Can’t take it Back
(this lesson is listed under the middle school age level; however, if this is a problem at the elementary level, determine if it is appropriate for your class) 

	
	Refusal skills
	
	
	

	5-6
	Develop refusal skills

	English: Writing
	5.8


	NetSmartz Activity Card Know the Rules: Tell People No
http://ncmec.vo.llnwd.net/o15/downloads/print/56tellno.pdf 
Students watch the “Know the Rules” rap video and discuss what to do if someone tries to touch them in ways that make them feel scared, uncomfortable, or confused. 

They review “Body Language That Says ‘NO’” and complete a writing activity in response to situation cards. Students practice saying “NO” with a partner as they act out their written responses to the situation cards.

	
	Identify helpful resources
	
	
	Knowing safe ways to search online and safe sites to visit, as well as adults you can turn to, can help prevent or solve online problems

	5-6
	Trusted adults
	
	
	NetSmartz:  Students watch the “Tell a Trusted Adult” rap video. 
http://ncmec.vo.llnwd.net/o15/downloads/print/56telladult.pdf 

They learn that it is important to tell a parent, guardian, or other trusted adult if anything happens to them. Students brainstorm and identify who the trusted adults are in their family, neighborhood, friend group, school, and community. They then complete a math project using drawing compasses to create their own “Circle of Trust.”


	
	Media/Information Literacy
	
	
	

	
	Evaluate websites
	
	
	When students research on the Internet, they need to be reminded about how to evaluate Web sites for authenticity and factuality.

	5-6
	Evaluate websites (created for 6-8 grade, determine if appropriate for your class)
	
	
	Jo Cool or Jo Fool: 

http://www.media-awareness.ca/english/games/jocool_jofool/teachers.cfm


	Grade Level
	Cybersafety Elements/Concepts*
	Content Area
	SOL
	Lessons/Ideas from Netsmartz & Other websites

	
	Propaganda
	
	
	

	
	Propaganda tactics, misleading ads, etc.)


	
	K-1

2-3

4-5
	Doing research online: explore source of website (backtrack url), what is the agenda of the person promoting ideas; how different websites present the same topic

	
	Recognize commercial intentions
	
	
	

	5
	Write for a variety of purposes: describe, inform, entertain, explain
	English: Writing
	5.8
	When helping students learn how to use oral language or how to write to inform, persuade, and entertain, point out how these techniques are often used on Web sites.

	4-5
	Web advertising techniques

	
	
	Cybersmart lesson:  A Place to Advertise
Students explore how some Web sites are designed as advertising environments to entertain visitors while promoting advertisers' brands and products.

Don't be fooled by free prizes! Before you enter a contest or give out any personal information, ask a parent for help. Free prizes may be a tricky way of finding out where you live so companies can sell you their products.


Resources TC "Resources" \f C \l "1" 
*from Ideas for Integrating Internet Safety into the Curriculum, Virginia Dept. of Education, Division of Technology and Human Resources, Office of Educational Technology, June 2007 

Other DOE resources used
Internet Safety Guidelines: Resources

http://doe.virginia.gov/VDOE/Technology/OET/internet-safety-guidelines-resources.pdf 

Linking Libraries (Lib Media-Technology Stds-Internet Safety): http://www.doe.virginia.gov/VDOE/Technology/OET/llaa/materials.html
Integrating NetSmartz: http://www.netsmartz.org/overview/howtousens.htm, 

Health Education SOLs: http://www.doe.virginia.gov/VDOE/Superintendent/Sols/home.shtml 
Standards for School Counseling Programs in Virginia Public Schools: http://www.doe.virginia.gov/VDOE/studentsrvcs/counselingstandards.pdf 
Computer/Technology SOLs: http://www.doe.virginia.gov/VDOE/Superintendent/Sols/home.shtml
NetSmartz.org resources

NetSmartz Activity Cards:

http://www.netsmartz.org/resources/activitycards.htm 
Download: http://www.netsmartz.org/education/download/group.html?catalog=/feeds/print_catalog.rss&channel=activity_cards  
NetSmartz Tunes: http://www.netsmartzkids.org/tunes/index.htm
All NetSmartz downloads: http://www.netsmartz.org/education/download/ : includes activity cards, other activities, games, and supplemental materials

NetSmartz rules and pledges:  http://www.netsmartz.org/education/download/resource.html?catalog=/feeds/print_catalog.rss&item=rules-and-pledges
Other Internet Safety online resources
My website: http://www.alleghany.k12.va.us/TRT_elem/internetsafety.htm 
2Learn: http://www.2learn.ca/evaluating/div2netscheck2.html 
Avon Maitland Internet Safety: http://www.yourschools.ca/internetsafety/internetsafetymain.htm
Cybersmart: http://www.cybersmartcurriculum.org/lesson_plans/ 
Internet Safety Games:  

Safety Land: http://www.att.com/Common/images/safety/game.html
Kidsafe: http://kidsafe.com/?cat=4 
Kidsmart: http://www.kidsmart.org.uk/ 
Kids’ Health: http://kidshealth.org/kid/
Meatball Wiki: http://www.usemod.com/cgi-bin/mb.pl?ConflictResolution
Media Awareness network: http://www.media-awareness.ca/english/index.cfm
Safekids: http://safekids.com/ 
WebWise Kids: http://www.webwisekids.org/ 
Internet Safety Terminology TC "Internet Safety Terminology" \f C \l "1" 
From Netsmartz Internet Definitions: http://www.netsmartz.org/safety/definitions.htm
Attachment- This is a file that has been added to an e-mail. It could be something like a photograph or a clip of your favorite song. It could be something harmful to your computer, like a virus. Remind children to never open an attachment or e-mail from someone they don't know.
Blacklisting software A form of filtering that blocks only sites specified as harmful. You can add and remove sites from this "no-go" list. This method of filtering allows for more full use of the internet, but is less efficient at preventing access to harmful material that is not on the list. -

Blocking software-Computer programs that block access to web sites or other services available over the internet. -

Chat- Real-time communication over the internet. You type and send messages that appear almost instantly on the computer monitors of the other people who are participating in the chat.

Chatroom- An interactive forum where you can talk in real-time. The chatroom is the place or location online where the chat is taking place. Many chatrooms are established so that people can discuss a common interest like music or movies.

Cookie- A small file that is downloaded by some web sites to store a packet of information on your browser. These packets include information such as login or registration identification, user preferences, and online "shopping-cart" information. Your browser saves the information and sends it back when you return to that web site. Cookies can be used to customize the display you see through the browser or keep track of the different pages within the site that you visited. You can configure your browser to alert you when a cookie is being sent. You can refuse to accept cookies or erase all cookies saved on your browser. 

Cyberbullying- sending or posting harmful or cruel text or images using the internet or other digital communication devices.
Cyberspace- Refers to all the computer networks on the internet. The term distinguishes the physical world from the virtual or computer-based world.
Cyberstalking/harrassment- Terms that can refer to the online enticement of children; rude or threatening messages; slanderous information; or repeated, unwanted messages.
Download- Putting information on your computer. You can download information from the internet, discs or CDs, and other computers.
Emoticons- Animated faces that express different emotions you can send in e-mails, chat, and Instant Messaging. Emoticons are a way to show someone online how you are feeling.
File-sharing programs- Programs that allow many different users to access the same file at the same time. These programs can be used to illegally download music and software.
Filtering software- Different methods to screen unwanted internet content including whitelisting, blacklisting, monitoring activity, keyword recognition, or blocking-specific functions such as e-mail or Instant Messages.
Firewall- This is a system that creates a special "wall" used by network servers to separate their Intranet from the internet. It keeps out unwanted information like spam and viruses and unwanted people like hackers.
Flaming- Sending a deliberately confrontational message to others on the internet, usually in capital letters.
Gamer- Someone who plays online or computer games
Hacker- A popular term for someone who accesses computer information either legally or illegally.
History- A list of web sites the people using a particular computer have visited. Viewing the history can be used to monitor what sites your children have visited.
ICQ- A program that allows users to communicate with other users in real time. Users can be alerted when other ICQ users have logged onto the program. ICQ allows users to chat, Instant-Message, send files, and play games.
Instant Messaging (IM) - A service that allows people to send and get messages almost instantly. To send messages using Instant Messaging you need to download an Instant-Messaging program and know the Instant-Messaging address of another person who uses the same Instant-Messaging program.
IRC (internet relay chat) - A system that enables people online to join in live discussions, allowing people to engage in real-time chat. IRC is like a CB radio for the internet. Internet Relay Chat is a virtual meeting place where people from all over the world can meet and talk.
Monitoring software- Software products that allow parents to monitor or track the web sites or e-mail messages that a child visits or reads.
Mouse trapping- A commonly used technique by pornography sites where a user gets "locked" in a web site. While surfing the internet it is possible to click a web site and have multiple undesirable web sites open. When this happens, you often cannot close or back out of the sites and must close your web browser completely.
Netiquette- Courtesy, honesty, and polite behavior practiced on the internet.
Online grooming- Using the internet to manipulate and gain trust of a minor as a first step towards the future sexual abuse, production, or exposure of that minor. Sometimes involves developing the child’s sexual awareness and may take days, weeks, months, or some cases years to manipulate the minor.
Password- The secret word you use when signing onto the internet or an online service that helps to confirm your identity.
Pharming- An online scam that attacks the browser's address bar. Users type in what they think is a valid web-site address and are unknowingly redirected to an illegitimate site that steals their personal information.
Phishing- An online scam that uses e-mail to "fish" for users' private information by imitating legitimate companies. People are lured into sharing user names, passwords, account information or credit-card numbers. The phishing e-mail usually contains a link to an illegitimate site. Scammers copy the look of a web site to set up a nearly identical page, one that appears to be part of that company's site.
Piracy- Illegally copying copyrighted software, music, or movies
Privacy Policy- The policy that a company or organization operating a web site uses for handling the personal information collected about visitors to the site.
Search engine- A program that searches information on the world wide web by looking for specific keywords and returns a list of information found on that topic.
Server- A special software package that connects to a network and provides data. The computer that this software runs on is also often called the server.
Social networking site - A social networking site is a web site specifically focused on the building and verifying of social networks for whatever purpose. 
Spam- Unwanted e-mail from someone you don't know. It is usually trying to sell you something.
Spimming- Mass mailings sent as Instant Messages to users. Often these can feature links to explicit porn sites.
Streaming (media) - The exchange of video clips, sound, or other types of media over the internet. It is a way for the user to quickly download these files.
Temporary internet files- A folder on your computer that will tell you every site that your child has visited, unless they have learned to delete these files. Every time you open a web page, your computer saves a copy of that site's files and graphics in your "temporary internet files" folder. The amount of files can build up and make your computer run slow. You may want to periodically review this folder and delete the files.
Virus- A computer program that can destroy files or make your computer "crash." Viruses can be sent via e-mail or through other file-sharing programs. Anti-virus software and not downloading information from people you don't know can help keep viruses from damaging your computer.
Warez - pirated or illegally-distributed software

Web-based chat- a form of communication where users can have real-time conversations with other users conducted through an ISP. Chat can take place in a chatroom, Instant-Messaging program, or on IRC channels.
Whitelisting- A form of filtering that only allows connections to a preapproved list of sites that are considered useful and appropriate for children.
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